WEB-200 (OSWA)
Foundational Web

Application Assessments

Summary:

Learners tackle the challenges of web vulnerabilities
head-on. This comprehensive course covers detection
and exploitation of web threats, safeguarding
application data. This helps organizations enhance
their web defenses against emerging threats. Those
who pass the exam receive the OSWA certification.

Great For:

o Software Developers

Exploitation Analysts

Vulnerability Assessment Analysts

Cyber Defense Analysts

Information Systems Security Developers

Secure Software Assessors

Learn:

« Cross-site Scripting (XSS)

SQL Injection (SQLI)

Server-side Template Injection (SSTI)
« XML External Entity Injection (XXE)

« Server-side Request Forgery (SSRF)
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Benefits:

» Improved Security Posture: By learning to exploit
web vulnerabilities and exfiltrate data, learners can
identify before they're exploited, protecting
valuable data, maintaining customer trust, and
safeguarding the organization's reputation.

¢ Investment in Human Capital/Employee
Retention: Invest in your best and brightest with
advanced training opportunities. Stronger
cybersecurity protections and a happier team is a
win/win

» Organizational Efficiency: The practical
experience with private exercise machines and
custom web apps translates into more efficient
and effective cybersecurity practices.

« Regulatory Compliance: Avoid potential fines and
penalties and maintain a positive reputation by
exceeding regulatory requirements.

« Risk Mitigation: Identify and exploit common web
application vulnerabilities, helping your
organization proactively address potential security
threats, thereby reducing the risk of costly
breaches.
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